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Z. How can we systematically represent and
I . evaluate attacks?
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Our extensible decomposition of mutually compatible and independent components
allows us to build a vast attack space containing 576 attacks.
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Evaluation

« Questions
 When and why are attacks performant?
« Setup
« Adversary has access to model parameters
« CIC-MalMem2022, Malware Detection, 58k total (k-Fold), 4 classes
* CIFAR-10, Object Classification, 50k train, 10k test, 10 classes
« Fashion-MNIST, Clothing Classification, 60k train, 10k test, 10 classes
« MNIST, Digit Recognition, 60k train, 10k test, 10 classes
 NSL-KDD, Network Intrusion Detection, 125k train, 22k test, 5 classes
« Phishing Websites, Phishing Detection, 10k total (k-Fold), 2 classes
« UNSW-NB15, Network Intrusion Detection, 101k train, 53k test, 10 classes




Hypothesis Testing llluminates Effective Strategies

Component Hy Component H, Condition p-value Effect Size

1. SGD is better than BWSGD when Dataset = MNIST <2.2x 107398 99 %

2 Adam is better than BWSGD when Dataset = MNIST <2.2x 107398 99 %
84. Identity Loss is better than Difference of Logits Ratio Loss when Dataset = NSL-KDD <> 105308 93 %
85. SGD is better than BWSGD when SaliencyMap = Jacobian Saliency Map <2.2x 107308 92 %

393. DeepFool Saliency Map is better than Jacobian Saliency Map when Dataset = FMNIST <5x107° 66 %
394, Cross-Entropy is better than Carlini-Wagner Loss when  Change of Variables = Disabled <5x107° 61 %
1689. l is better than 12 when Threat Model =/, + 1.0 9.8 x 107! 50 %
1690. 1Identity Saliency Map is better than DeepFool Saliency Map when Threat Model = 4., + 0.4 1.0 49 %




Hypothesis Testing llluminates Effective Strategies

Change of Variables = 100% disabled, 0% enabled

Optimizers = 50% Adam, 33% SGD, 16% MBS, 1% BWSGD
Random Restart 2 61% enabled, 39% disabled

Saliency Maps = 70% no Saliency Map, 30% either DeepFool or
JSMA Saliency Map

Loss = 47% ldentity Loss, 34% Cross Entropy, 18% Carlini Wagner
Loss, 1% DLR Loss
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GitHub Repo: https://github.com/sheatsley/attacks
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